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Commercializing of Digital Health Data

What are we talking about? 

• Warranting private-for–profit-companies access to clinical data 

from patients 

• Warranting private-for–profit-companies usage rights with regard 

to clinical data 

• Potential goals of usages: research and development, new 

products and patents, profit

• Commercialisation of clinical data as one way of sharing 

biomedical data



Data Sharing in biomedical sciences

Some examples:

• Global Alliance for Genomics and Health

• ASCO CancerLinQ https://www.cancerlinq.org/

• Decipher

• ClinVar

• Patients like me

• Medical Informatics Initiative (Medizininformatik-Initiative; 

https://www.medizininformatik-initiative.de/de )

https://www.cancerlinq.org/
https://www.medizininformatik-initiative.de/de










The German Medical Initiative

(Die Medizininformatik Initiative)

• Overall Goal: creating IT and governance infrastructure to enable 

sharing of patient data for research purposes

• Several Federal Working Groups

• Working Group „Informed Consent“ (AG Consent) 

o Goal: a broad consent for Germany

https://www.medizininformatik-initiative.de/de/mustertext-zur-

patienteneinwilligung

https://www.medizininformatik-initiative.de/de/mustertext-zur-patienteneinwilligung






Passage of the Patient Information of the MI-I

• „1.2 Wie werden Ihre Patientendaten wissenschaftlich

genutzt? 

Ihre Patientendaten können Universitäten, Forschungsinstituten und 

forschenden Unternehmen auf Antrag für medizinische

Forschungszwecke zur Verfügung gestellt werden. Diese Daten

dürfen vom Empfänger nur zu dem vorbestimmten und beantragten

Forschungszweck genutzt und nicht zu anderen Zwecken

weitergegeben werden. Ihre Patientendaten [falls zutreffend: und 

gespendeten Biomaterialien] werden ausschließlich für

wissenschaftliche Zwecke genutzt; sie werden nicht verkauft. 

[Die/Das Name der behandelnden Einrichtung] kann aber für die 

Bereitstellung qualitätskontrollierter Daten von den jeweiligen

Nutzern eine angemessene Aufwandsentschädigung erheben.“



Governance for research use of clinical data:
Example from the Medical Informatics Initiative 

1. Information and consent process (through broad consent)

2. Evaluation (review) of research project by Ethical Review Board

3. Evaluation of data usage request by Data Access and Usage 

Committees („DACOs“ or „UACs“)

 Need for ethical criteria to evaluate and decide upon  

commercialising usages of patients’ clinical data  



What is at stake for Patients? 

• Clinical data are personal and sensitive data

• Clinical data stem from a relation of trust and confidentiality: the 

physician-patient relation

• The patient-physician relation is about the patient’s individual

treatment and well-being  

• Data leaks might lead to loss of privacy

• Data leaks might lead to personal harm through discrimination, 

tracking, tailored advertising etc. 

• Patients are a vulnerable population



Patients’ rights concerned by research use of 

their data

• Privacy / informational self-determination

• Protection against discrimination and harms

• Medical confidentiality

• Individual treatment

• Trust in physician and public heath care system



Specific ethical challenges of commercialising 

clinical data from patients
1. For-profit orientation

 in tension with patients’ altruistic motivation and overall common good 

orientation

 in tension with the “public nature” of the data generating infrastructure of the 

data

 public investments for private profits? 

2. Non-disclosure policies of companies, e.g. development of patents

 in tension with the core understanding of the public nature of scientific 

research

 in tension with public good orientation 

3. Globalized/multinational character of companies makes them not controllable for 

single states and legislation

 contradicts accountability and transparency 

4. (Perceived) poor reputation and lacking trustworthiness of private industries, e.g. 

pharmaceutical multinational companies

 in tension with patients’ core reason to share their data: trust in (academic) 

data users and research institutions



Threats and adverse scenarios 
• Selling our patients’ data to Google?

“deal between Google Deep Mind and the Royal Free London NHS Foundation Trust, which 

involved the transfer of identifiable patient records across the entire Trust, without explicit consent, 

for the purpose of developing a clinical alert app for kidney injury”



Threats and adverse scenarios 
• Selling our patients’ data to Google and Co?



It is trust what counts 



Some potential ways to address challenges of 

the commercialisation of patient data

• Reality check: comparison between public/academic research 

and industry research with respect to Good Scientific Practice

• Expense allowances or other ways to involve private industries in 

costs for data sharing infrastructure

• Information and transparency

• Decentralised Computing (patients’ data do not leave the 

hospital’s IT infrastructure) 

• Anonymization and other data protection techniques

• Patient involvement and participation

• Public-private partnerships

• State legislation



Thank you!
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